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I HEREBY CERTIFY THAT THIS PAPER IS BEING 
SENT BY U.S. MAIL, FIRST CLASS, TO THE 
ASSISTANT COMMISSIONER FOR PATENTS, 
WASHINGTON, D.C. 20231, THIS 

DAY OF jVW^C 20O 
PATENT ATTORNEY 



Sir: 



Please amend the above -identified application as 



follows ; 



IN THE SPECIFICATION 
On Page 1, before line 1 and after the title, please add 
the following: 

CROSS-REFERENCE TO RELATED APPLICATION 
This application is a Section 371 National Stage 
application of International Application No. PCT/FR00/01680 filed 
June 16, 2000 and published December 21, 2000 as WO 00/77751, not 
in English. 

On Page 1, between lines 5 and 6, please insert the 
following: 

BACKGROUND OF THE INVENTION 



On Page 2, between lines 17 and 18, please insert the 
following : 



SUMMARY OF THE INVENTION 

On Page 5, between lines 32 and 33, please insert the 
following : 

BRIEF DESCRIPTION OF THE DRAWINGS 

On Page 6, between lines 5 and 6, please insert the 
following : 

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 
IN THE ABSTRACT 

Please insert the Abstract appended hereto as a separate 

page . 

IN THE CLAIMS 
Please amend claims 1 and 6 as follows: 

1. (Amended) A method enabling a user of a communications 
network, having a microphone connected to said communications 
network, to be securely and rapidly identified by another user 
of said communications network, notably a provider-user providing 
services to said user; 

said method comprising the following steps: 

the provider-user makes available to each of the relevant 
users, a mobile object, notably a card with the credit card 
format, customized by identifiers specific to each user and to 
each mobile object, 

said mobile object emits short identification acoustical 
signals notably of the DTMF type, when it is actuated by the 
user, notably by means of a button, 

the identification acoustical signals are received by the 
microphone and converted into electrical signals, before being 
transmitted via the communications network to the computer 



department of the provider-user, 

the computer department of the provider-user manages a data 
base containing the voice prints of the user, 

the computer department of the provider-user extracts from 
the received electrical signals, the location of th area of the 
data base containing the identifiers and the voice print of the 
relevant user having emitted said identification acoustical 
signals by actuating said mobile object, 

the user emits in clear a series of phonemes, by means of 
said microphone 

said phonemes are processed by voice recognition means 
after the transmission to the computer department of the 
provider-user, via the communications network, and 

the resulting signal is compared with said voice print of 
the relevant user, located at said location of the area of the 
database containing the voice print of the relevant user so that, 

(i) only two voice prints are compared with each other, 

(ii) a hacker having a stolen or closed card will not be 
able to usurp the identity of the legitimate bearer. 

Claims 2-5 remain unchanged. 

6 . (Amended) A system enabling a user of a communications 
network to be securely and rapidly identified by another user of 
said communications network, notably a user-service provider, 
providing services to said user, 
said system comprising: 

mobile objects made available to the users, notably a card 
with a credit card format, customized by identifiers specific to 
each mobile object and to each user; said mobile object including 
means for emitting short identification acoustical signals, 
notably of the DTMF type, actuated by the user by means of a 
component accessible from the outside of the mobile object, 



microphones connected to said communications network, 

(a) for receiving a transforming said identification 
acoustical signals from said mobile objects into first electronic 
signals which may be remotely transmitted by means of said 
communications network, and 

(b) for receiving and transforming phonemes emitted in 
clear by the users, into second electronic signals which may be 
remotely transmitted by means of said communications network; 

said system also comprising: 

computing means, depending on the computer departments of 
the provider-user, connected to the communications network; 
said computing means comprising: 

a data base containing the voice prints of the users, 
first processing means including means for extracting from 
said first signals, the location of the area of the data base 
containing the identifiers and the voice print of the relevant 
user having emitted said identification acoustical signals by 
actuating said component accessible from the outside of the 
mobile object, 

second processing means including means for extracting said 
second signals, a representative signal of the voice print of the 
user, 

comparison means including means for comparing 
the voice print of the user contained in the said area of 
the data base, located in said location with said representative 
signal of the voice print extracted from said second signals. 



Claims 7-10 remain unchanged. 



REMARKS 

The present amendment brings the claims into line with 
the claims that were appended to the International Preliminary 
Examination Report. Entry is respectfully solicited. 

The Director is authorized to charge any fee deficiency 
required by this paper or credit any overpayment to Deposit 
Account No. 23-1123. 
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MARKED-UP VERSION OF REPLACEMENT CLAIMS 

1 . (Amended) A method enabling a user (11) of a communications 
network (15) , having a microphone (17) connected to said 
communications network, to be securely and rapidly identified by 
another user (12) of said communications network, notably a 
provider-user providing services (3 0) to said user; 
said method comprising the following steps: 

— the provider-user makes available to each of the relevant 
users, a mobile object (10) , notably a card with the credit card 
format, customized by identifiers specific to each user and to 
each mobile object, 
^ — said mobile object emits short identification acoustical 

Q J 

Q signals notably of the DTMF type, when it is actuated by the 

H user, notably by means of a button (14)-, 

ill 

^ — the identification acoustical signals are received by the 

□ microphone and converted into electrical signals, before being 
lu transmitted (19) via the communications network to the computer 

□ department (18) - of the provider-user, 

Hp the computer department of the provider-user manages a 

ji.il 

Q data base (23) containing the voice prints of the user, 
Q — the computer department of the provider-user extracts -(21, 

2-4-r from the received electrical signals, the location of th area 
of the data base containing the identifiers and the voice print 
of the relevant user having emitted said identification 
acoustical signals by actuating said mobile object, 

— the user emits in clear a series of phonemes, by means of 
said microphone 

— said phonemes are processed (21 , — 2^4- by voice recognition 
means after the transmission to the computer department of the 
provider-user, via the communications network, and 

the resulting signal is compared (25) with said voice 

print of the relevant user, — (no that a ha cker having a stolen or 
closed — e€eed — will — aefe — be — afeie — fee — ^eurp — fehe — id e ntity — e-f — fetee 



legitim a te — b eare r ) located at said location of the area of the 
database containing the voice print of the relevant user so that, 

(i) only two voice prints are compared with each other, 

(ii) a hacker having a stolen or closed card will not be 
able to usurp the identity of the legitimate bearer. 

Claims 2-5 remain unchanged. 

6. (Amended) A system enabling a user ( 1 1) of a communications 
network (15) to be securely and rapidly identified by another 
user (1 2 ) of said communications network, notably a user-service 
provider, providing services 43-9-)- to said user, 
said system comprising: 

— mobile objects (10) made available to the users, notably a 
card with a credit card format, customized by identifiers 
specific to each mobile object and to each user; said mobile 
object including means for emitting 43b"3->- short identification 
acoustical signals, notably of the DTMF type, actuated by the 
user by means of a component (14) accessible from the outside of 
the mobile object, notably a button, 

— microphones (17) , — notabl y — m icrophones of telephone sets , 
connected to said communications network, 

e n the one handrr-- (a) for receiving a transforming 4i44~ 
said identification acoustical signals from said mobile objects 
into first electronic signals which may be remotely transmitted 
by means of said communications network, and 

* on the other hand, (b) for receiving and transforming (19) 
phonemes emitted in clear by the users, into second electronic 
signals which may be remotely transmitted by means of said 
communications network (1 5) ; 

said system also comprising: 

computing means (21) , depending on the computer 

departments ( 18) of the provider-user, connected to the 



communications network; 

said computing means comprising: 

— a data base (23) containing the voice prints of the users, 
— first processing means 4^44- including means for extracting 
from said first signals, the location of the area of the data 
base containing the identifiers and the voice print of the 
relevant user having emitted said identification acoustical 
signals by actuating said component accessible from the outside 
of the mobile object , 

— — -second processing means (24) including means for 
extracting said second signals, a representative signal of the 
voice print of the user, 

— comparison means (25) including means for comparing 
— the voice print of the user contained in the said area of 
the data base, located in said location 

with said representative signal of the voice print extracted 

from said second signals. 

Claims 7-10 remain unchanged. 



ABSTRACT 

METHOD AND SYSTEM FOR SECURE AND FAST TDRNTTFTC A TTON 
OF A MOBTT E OBJECT FMTTTTNG AN ACOUSTICAL SIGNAL 

The method enables a user (11) of a communications 
network (15), having a microphone (17), to be identified by a 
service provider (12, 30) connected to the network. 

The method comprises the following steps : 
5 -the users have a mobile object (10) emitting (13) 

acoustical signals, the latter received by the microphone are 
converted into electrical signals and transmitted (19) to the 
computer department (18) of the provider-user, 

- the computer department manages a database (2 3) 
10 containing the voice prints of the users, 

- the computer department extracts (21, 24) from the 
electrical signals, the location of the voice print in the 
database, 

- the user emits phonemes in clear, after transmission, 
15 the latter are processed (21, 24) by voice recognition means 

and compared (25) with said voice print. 

Figure 1 
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METHOD AND SYSTEM FOR SECURE AND FAST TDKNTTFTC A TT ON 
OF A MOBILE OBJECT EMITTING AN ACOTTSTTCAT , SIGN AT, 

The field of the invention is that of the provision of 
remote services by operators to their client network 
subscribers, for example telecommunications, remote or home 
banking, call management center, e-commerce, virtual casino 
5 operators. 

More specifically, the invention relates to a method and a 
system with which an operator providing services may rapidly 
and securely identify the clients of their network. 

The posed problem is to prevent an ill-intentioned user 
10 from accessing a network providing services without being 
authorized to do so, without paying the relevant fees. 

The use of access keys generated by memory cards and 
the alteration of telephone sets so that they may read memory 
cards, have been suggested to solve this problem. These 
15 solutions, in addition to their cost, are not very practical and 
are long to implement. In fact, the posed problem can only be 
solved effectively if the solution to another problem is 
simultaneously known: design a convenient method and 
system for use, easy to implement and economical. Actually, as 
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soon as a large audience is targeted, ease of use and time- 
saving become major concerns which cannot be ruled out. 

The use of a card emitting encrypted acoustical signals of 
the DTMF type has been suggested (document WO 96 04741 in 
5 the name of Andrew MARK). Hence, the bearer of such a card, 
by coupling the latter with the microphone of the telephone 
handset, automatically transfers his/her identifiers to the 
computer departments. As these identifiers are ciphered, it 
may be assumed that a third party will be unable to 

10 understand the contents. However, the recording of the signals 
emitted by the card remains possible and a hacker provided 
with such a recording may substitute himself/herself to the 
beneficiary of the card. 

The objects aimed by the present invention are achieved 

15 and the problems posed by the techniques according to the 
prior art are solved by the method and system according to 
the invention. 

With this method, a user of a communications network, 
having a microphone connected to said communications 
20 network, may be identified by another user of said 
communications network, securely and rapidly, notably by a 
provider-user providing services to said user. 

In the sense of the present invention, a communications 
network notably means a computer network of the Internet 
25 type or a telephone network. 

The method comprises the following steps: 

- a mobile object, notably a card with a credit card 
format, customized by identifiers specific to each user and to 
each mobile object is made available to each of the relevant 

30 users, by the provider-user, 

- said mobile object, emits short identification acoustical 
signals, notably of the DTMF type, when it is actuated by the 
user, notably by means of a button, 

- the identification acoustical signals are received by the 
35 microphone and converted into electrical signals before being 



transmitted by the communications network to the computer 
department of the provider-user, 

- the computer department of the provider-user 
manages a database containing the voice prints of the users 
(the bearers of legitimate mobile objects). 

In the sense of the present invention, voice print means a 
set of characteristic parameters of a voice, these parameters 
depend neither on pronounced sentences, nor on the language 
used. 

The method further comprises the following steps: 

- the computer department of the provider-user extracts 
from the electrical signals which it receives, the location of the 
area of the database containing the identifiers and the voice 
print of the relevant user, 

- the user emits in clear a series of phonemes, by means 
of said microphone; after transmission to the computer 
department of the provider-user, via the communications 
network, said phonemes are processed by voice recognition 
means and the resulting signal is compared with said voice 
print of the relevant user. 

Thus, a hacker having a stolen or cloned card cannot 
usurp the identity of the legitimate user. 

By this combination of means, the voice recognition 
algorithms are simplified as the voice print which should be 
validated, has been located in the database. The voice 
recognition operation consists of checking whether phonemes 
pronounced by the user properly match a known voice print. 
This is no longer a search, as in traditional voice recognition 
processes, for a voice print starting with a few phonemes, 
from tens of thousands of others. 

Preferably, the identification acoustical signals emitted 
by the card are invariable. 

Preferably, according to another feature of the method 
according to the invention, the acoustical signal emitted by the 
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mobile object is invariable. Advantageously, it comprises a 

large number of digits, e.g. 30-100 digits. 

Advantageously, the voice print is recorded in the data 

base upon initialization of the mobile object. 
5 Advantageously, in a first embodiment, the phonemes are 

predetermined. For example, these are a sequence of words 

and/or of figures which the user reads on one of the faces of 

the mobile object. 

Advantageously, in a second embodiment, the phonemes 
10 are defined by the computer department of the provider-user. 

They are calculated by computing means of the computer 

department, notably depending on the voice print. The voice 

recognition operation is then facilitated. The phonemes thus 

defined by the computer department may change according to 
15 the convenience of the user providing services. During the 

identification phase, the phonemes are transmitted to the user 

who must repeat them in the microphone. 

The invention also relates to a system providing secure 

and rapid identification of a user of a communications 
20 network by another user of said communications network, 

notably a service provider-user providing services to said user. 
The system comprises mobile objects made available to 

the users, notably a card with a credit card format, customized 

by identifiers specific to each mobile object and to each user. 
25 Each mobile object includes means for emitting short 

identification acoustical signals, notably of the DTMF type. 

They are actuated by the user by means of a component 

accessible from the outside of the mobile object, notably a 

button. 

30 The system includes microphones, notably microphones 

of telephone sets, connected to said communications network. 
The microphones are: 

* on the one hand, for receiving and transforming said 
identification acoustical signals from said mobile objects, into 



first electronic signals which may be remotely transmitted by 
means of said communications network, 

* on the other hand, for receiving and transforming 
phonemes emitted in clear by the users, into second electronic 
signals which may be remotely transmitted by means of said 
communications network. 

The system also comprises computing means, depending 
on the computer departments of the provider-user, connected 
to the communications network. 

Said computing means comprise: 

- a data base containing the voice prints of the users, 

- first processing means including means for extracting 
from said first signals, the location of the area of the data base 
containing the identifiers and the voice print of the relevant 
user, 

- second processing means including means for 
extracting from said second signals a representative signal of 
the voice print of the user, 

- comparison means including means for comparing the 
voice print of the user contained in the data base with said 
representative signal of the voice print extracted from said 
second signal. 

Advantageously, the system comprises recording means 
for recording the voice print in said data base upon 
initialization of the mobile object. 

Also advantageously, according to a first embodiment, 
said phonemes are predetermined. 

Advantageously, according to a second embodiment, the 
computer department comprises calculating means for 
calculating said phonemes and transmission means for 
transmitting said phonemes to a loudspeaker located in the 
vicinity of the user. 

Other features and advantages of the invention will 
become apparent upon reading the description of 
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embodiments of the invention, given by way of example, as 
indicative and non-limiting, and of the figures wherein: 

- figure 1 shows a schematic perspective view of the 
system and of the method according to the invention, 
5 - figure 2 shows the mobile object as a block diagram. 

The system and the method according to the invention 
enable the client 11 (otherwise referred to by the user name) 
to securely and rapidly call, notably from a telephone booth 
31, by means of a telephone handset 16, including a 

10 microphone 17, the services 30 that the provider-user, for 
example a telecommunications operator (the operator) 12, 
makes available to his/her clients 11, The telephone handset 
16, remotely located from the computer departments 18 of 
the operator, is connected to the computer departments via a 

15 communications network 15. 

The system comprises a mobile object. In the case 
described as an example, the mobile object is a card 10 with a 
credit card format. This card 10 is customized by identifiers 
specific to each card and to each client 11. This card is made 

20 available to the clients of operator 12. Card 10 includes 
emission means, notably a loudspeaker 13 emitting short 
identification acoustical signals 20 of the DTMF type. These 
signals are emitted when the emission means 13 and the units 
which control them, are actuated by the client by means of a 

25 button 14 accessible from the outside of the card (not visible 
in figure 1 as it is located on the other side of the card). These 
emission means 13 are energized by a DTMF signal generator 
99, controlled by a microprocessor 104 powered by a battery 
106 and driven by a resonator 107. 

30 The microprocessor 104 contained in the card includes 

encrypting means 103 for encrypting the acoustical signals 2 0 
at least partly. The microprocessor 104 contains an encrypting 
algorithm 108 and identifiers 109, specific to each card 10 and 
to each client 11. Notably, the secret key 250 used by the 
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encrypting algorithm 108 appears among the data contained in 
the card. 

The acoustical signals 20 are received by the microphone 
17 of the telephone handset, against which the client places 
the card 10. The system also comprises transmission means 1 9 
for acoustical signals 20. These transmission means 19 are 
located in the handset 16. These transmission means 19 
remotely transmit the acoustical signals 20, after their 
processing and conversion into the first electronic signals, via 
the communications network 15. 

Moreover, the legitimate bearer of the card has a series 
of phonemes which appear as words or figures. He/she has 
received these phonemes upon purchasing the card or 
customization of the latter. He/she may also receive these 
phonemes from the service provider during the identification 
phase. They are transmitted to him/her, via the 
communications network 15, by means of a loudspeaker such 
as that 17a of a telephone handset. The user pronounces these 
phonemes aloud in the microphone 17. The transmission 
means 19 remotely transmit the sounds matching the 
phonemes, after processing and conversion into the second 
electronic signals. 

The system also comprises computing means 21, 
depending on the computer departments 18 of the operator. 
These computing means are connected to the communications 
network 15 and remotely located from the telephone handsets 
16. They receive the first and second electronic signals. 

The computing means 21 themselves comprise a data 
base 23 containing in specific memory areas, the identifiers of 
the card 10 and the voice print of the legitimate bearer of the 
card. This voice print may be recorded in different ways. For 
example, upon the initialization phase, the user calls the 
service provider-user whose computer department 18, under 
the pretext of checking the data of his/her file, has him/her 
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talking without his/her being aware about it and thus records 
the voice print of the user. 

The computer means 21 also comprise processing means 
24 and comparison means 25 for the electronic signals and 
5 identification data and voice print parameters contained in the 
data base. These processing means 24 comprise voice 
recognition means 230 (known per se) which extract from the 
second electronic signals, the phonemes transmitted in clear 
by the user to the microphone 17. In real time, as phonemes 

10 are pronounced, the values of the parameters are gradually 
established, by an analysis of the neuron network type. They 
are permanently compared with those stored in the data base 
23. As soon as a consistency threshold is exceeded, the 
computer departments set the user in communication with the 

15 services of the provider-user. Indeed, the user is recognized as 
the legitimate bearer of the card. The consistency threshold is 
adjustable and of the 90%, 99%, 99.9% type. The time for 
establishing this consistency is measured in one or more 
seconds. 

20 The voice recognition operation is facilitated by the fact 

that the system knows the voice print, the presence of which 
should be checked in the second electronic signals. 

The vocal transmission of identification phonemes by 
means of the microphone of the telephone handset provides 

25 several advantages: 

- the user does not have to perform any manual 
operation, as this was the case when he had to use a keyboard 
for inputting a private confidential identification code (pin 
code), 

30 - the user does not have to remember a pin code which 

may include more than 10 figures in certain cases for reasons 
of security, the user repeats the phonemes which are given to 
him by the computer departments or those which he/she has 
noted on a memorandum book, 
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- certain telephone handset keyboards 27 do not allow 
any function other than that of dialing the call number of a 
callee, their use would be impossible for transmitting an 
alphanumeric code. 

5 In another embodiment, also in order to reinforce the 

security of the system and to avoid that the client may 
question the order which he/she has given to the operator, the 
system according to the invention is such that: 

- the card 10 emits, when it is actuated 14 by the 
10 subscriber, an encrypted acoustical signal validating the orders 

given by the subscriber 11, 

- said computing means 21 comprise detection 21a and 
recording 21b means for the validation signal. 

With this system, the client has validated through an 
15 electronic signature, the order which he/she has given to the 
telecommunications operator. 

Advantageously in this case, the computing means 2 1 
further comprise means for editing 28 an acknowledgement 2 9 
of the given orders. This acknowledgement is sent to the 
20 subscriber 11. 
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m CL AI M S 

M l.A method enabling a user (11) of a communications 

;*! network (15), having a microphone (17) connected to said 

q communications network, to be securely and rapidly identified 

f*J by another user (12) of said communications network, notably 

g 5 a provider-user providing services (30) to said user; 
4* said method comprising the following steps: 

; - the provider-user makes available to each of the 

□ relevant users, a mobile object (10), notably a card with the 

credit card format, customized by identifiers specific to each 
10 user and to each mobile object, 

- said mobile object emits short identification acoustical 
signals notably of the DTMF type, when it is actuated by the 
user, notably by means of a button (14), 

- the identification acoustical signals are received by the 
15 microphone and converted into electrical signals, before being 

transmitted (19) via the communications network to the 
computer department (18) of the provider-user, 

- the computer department of the provider-user 
manages a data base (23) containing the voice prints of the 

20 users, 

- the computer department of the provider-user extracts 
(21, 24) from the received electrical signals, the location of 
the area of the data base containing the identifiers and the 
voice print of the relevant user, 
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- the user emits in clear a series of phonemes, by means 
of said microphone; after transmission to the computer 
department of the provider-user, via the communications 
network, said phonemes are processed (21, 24) by voice 
5 recognition means and the resulting signal is compared (25) 
with said voice print of the relevant user, (so that a hacker 
having a stolen or cloned card will not be able to usurp the 
identity of the legitimate bearer), 

2. The method according to claim 1, characterized in 
10 that the identification acoustical signals emitted by the card 

are invariable. 

3. The method according to any of the claims 1 or 2, 
characterized in that the voice print is recorded in said data 
base during initialization of the mobile object. 

15 4. The method according to any of the claims 1 to 3, 

characterized in that said phonemes are predetermined. 

5. The method according to any of the claims 1 to 3 , 
characterized in that said phonemes are defined by the 
computer department of the provider-user and repeated by 

20 the user in the microphone during the identification phase. 

6. A system enabling a user (11) of a communications 
network (15) to be securely and rapidly identified by another 
user (12) of said communications network, notably a user- 
service provider, providing services (30) to said user, 

25 said system comprising: 

-mobile objects (10) made available to the users, 
notably a card with a credit card format, customized by 
identifiers specific to each mobile object and to each user; said 
mobile object including means for emitting (13) short 

3 0 identification acoustical signals, notably of the DTMF type, 
actuated by the user by means of a component (14) accessible 
from the outside of the mobile object, notably a button, 

- microphones (17), notably microphones of telephone 
sets, connected to the said communications network, 
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* on the one hand, for receiving and transforming (14) 
said identification acoustical signals from said mobile objects 
into first electronic signals which may be remotely transmitted 
by means of said communications network, 

* on the other hand, for receiving and transforming (19) 
phonemes emitted in clear by the users, into second electronic 
signals which may be remotely transmitted by means of said 
communications network (15); 

said system also comprising: 

- computing means (21), depending on the computer 
departments (18) of the provider-user, connected to the 
communications network; 

said computing means comprising: 

- a data base (23) containing the voice prints of the 
users, 

- first processing means (24) including means for 
extracting from said first signals, the location of the area of 
the data base containing the identifiers and the voice print of 
the relevant user, 

- second processing means (24) including means for 
extracting said second signals, a representative signal of the 
voice print of the user, 

- comparison means (25) including means for 
comparing the voice print of the user contained in the data 
base with said representative signal of the voice print 
extracted from said second signals. 

7. The system according to claim 6, characterized in that 
said identification acoustical signals emitted by said mobile 
objects are invariable. 

8. The system according to any of claims 6 or 7, 
characterized in that it comprises recording means for 
recording the voice print in said data base during initialization 
of the mobile object. 

9. The system according to any of claims 6 to 8, 
characterized in that said phonemes are predetermined. 



10. The system according to any of claims 6 to 8, 
characterized in that the computer department comprises 
calculating means for calculating said phonemes and 
transmission means for transmitting said phonemes to a loud 
speaker (17a) located in the vicinity of the user. 
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